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Abstract. Photorealistic images generated by generative models (Mid-
journey, DALL-E, Flux, Stable Diffusion, GPT-image) are increasingly
becoming a means of spreading disinformation in the mass-media infor-
mation flow. This paper proposes a two-stage approach developed for
the Xabarnavis media-forensics platform: (i) a degradation-robust bi-
nary detector in which the last 8 blocks of the CLIP ViT-L/14 encoder
are fine-tuned, and (ii) an ensemble that performs weighted fusion of
the outputs of 16 independent detectors. The model was trained on
134,108 images from the open-source OpenFake and CommunityForen-
sics datasets (including 14,404 images from commercial generators) and
evaluated on four held-out test sets: AUC 0.968 on new generators, AUC
0.958 on social-media images, and AUC 0.984 and 0.998 on the external
Genlmage++ and DRAGON datasets, respectively. The mathematical
formulation of the task, loss function, temperature calibration, ensemble
fusion formula, and model scheduling under constrained GPU memory
are described.
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1 Introduction

With the emergence of diffusion models, the ability to generate a high-quality
“photograph” within seconds became widely accessible, raising ethical concerns
about the deployment of generative AI [14]; generative models now synthesise
images realistic enough to be used even as training data in medical imaging [17].
A fake image circulating on social media can be perceived as an authentic pho-
tograph taken at the scene of an event, creating a serious threat to journalism,
forensic analysis, and information security [16]. Studies of user comments on
social networks show how quickly such content can raise the level of social ten-
sion [5]. The main problem of existing detectors is generalization: a model
trained on images from a single generator (for example, ProGAN or Stable Dif-
fusion 1.4) may degrade sharply on new generators [4,11,18]. In addition, in real-
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world use images are recompressed (JPEG), resized, and transmitted through
messaging platforms, which removes low-level artifacts.
The contributions of this work are as follows:

e A degradation-robust, partially fine-tuned detector based on CLIP ViT-
L/14 (Xabarnavis Image 0.2 and 0.3) and its complete mathematical
model;

e A training corpus assembled from open datasets covering more than 1,300
generators, together with cross-dataset evaluation on four test sets not
used during training;

e A comparative analysis of 16 detectors under identical conditions and a
formal description of the ensemble fusion rule;

e A memory-aware scheduling algorithm that accelerates multi-model anal-
ysis on a GPU with 12 GB of memory.

2 Related Work

Wang et al. [18] showed that a ResNet-50 trained on ProGAN images with strong
augmentation can generalize to other GAN models (CNNSpot). Ojha et al. [11]
demonstrated that a linear classifier on top of CLIP features (UniversalFakeDe-
tect) captures generator-independent cues in the semantic space. Corvi et al. [4]
analyzed frequency traces for diffusion models. In recent years, AIDE [19], which
combines semantic and low-level cues; Effort [20], which decomposes the CLIP
space into orthogonal subspaces; and CO-SPY [3], which combines semantic and
pixel-level features, have been proposed. Park and Owens [12] showed that gen-
erator diversity (more than 4,800 models) is a major factor in generalization.
OpenFake [9] pairs real photographs on political and social topics with outputs
from modern commercial generators, while DRAGON [2] and Genlmage++ [21]
are used as benchmarks for diffusion models. The Transformer architecture [6]
and CLIP [13] form the basis of this work. Transformer-based classifiers have also
proved effective for fine-grained image classification in other domains [1], and
partial fine-tuning of pretrained backbones is an established transfer-learning
strategy [8].

3 Problem Formulation and Mathematical Model

3.1 Classification Task

Let the image space be X’ and the label set be y € {0,1}, where y = 1 denotes
an image generated by artificial intelligence and y = 0 denotes a real camera
photograph. The detector is a function fy that maps an image to its probability
of being Al-generated, and the decision is made using threshold 7:

g(x) =W¥[fo(x) > 7], fo: X —10,1]. (1)

58 Online ISSN: 2348-3326 DOI:
10.21276 /MATRIX.2026.9.2.5



MATRIX Academic International Online Journal Of Engineering And Technology

In real-world conditions, an image changes during distribution; therefore, the pa-
rameters are obtained by minimizing the expected error under a random degra-
dation operator D:

0 = argemin E(z,4)~D ED~Dy, [€(fo(D()),y)] - (2)

Here, the operator D is a composition of JPEG compression (J,), rescaling (R,),
and Gaussian blur (B, ), and is applied identically to both classes:

D=J,0R,0B,, q~U{45,...,98}, s~U[0.5,0.95], o~u[0.2,1.2]. (3)

Applying the same degradation to both classes is important: real photographs
are usually stored as JPEG, whereas generated images are often stored as PNG.
Otherwise, the model may “learn” the file format instead of generation traces.
In addition, with 30 % probability, a social-media copy is simulated (720-1600
pixels, JPEG quality 68-92).

3.2 Detector Architecture

The input image is resized to 224 x 224, divided into 256 patches of size 14 x 14,
and passed through the 24 Transformer blocks of the CLIP ViT-L/14 encoder 6,
13]:

hy = [Xcls; Exq;...; EX256} + Ep057 h, = BlOCkl(hlfl)7 l=1,...,24. (4)

The normalized state of the CLS token is transformed by a linear layer into
two-class logits, where T is the temperature parameter:

z = LN(h$}), s=Wz+bcR? p = softmax(s/T). (5)

To preserve pretrained semantic knowledge and prevent overfitting, the first 16
blocks are frozen; only the last 8 blocks, the final normalization layer, and the
classifier are trained:

%ﬁ —0 (1<16),  |fuam| = 100.8M, [0 = 303.2M. (6)
l

3.3 Loss Function and Optimization

Weighted cross-entropy accounting for class imbalance and label smoothing (e =
0.05) are applied:

1 & - al
L= _N Zwyi Z Qic Ingica qi = (1 - E)eyi + 57 We =
i=1 ce{0,1}
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Optimization is performed using AdamW [10]: 79 = 5 - 10~% for the classifier
and 79 = 2- 107> for the encoder blocks, with weight decay 0.05. The learning
rate follows linear warm-up and cosine decay:

t+1
Tlo : ) t < tw7
"7(t) = v 7r(t _ tw) (8)
7o [0.02+0.49 ( 1 + cos PR , 1>ty
max ~ ‘w

Instead of an exponential moving average of the parameters, the epoch with the
best validation AUC is selected; training stops if AUC does not improve for two
consecutive epochs.

3.4 Test-Time Augmentation and Calibration

During inference, logits from the image and its horizontal flip are averaged,
after which the optimal temperature T determined on the validation set V is
applied [7]:

g(x) = 5 (s(z) +s(flip(z))),  fo(x) = softmax(g(x)/T"),, 9)
T = arg rréin - Z log softmax(g(z;)/T),, - (10)
> icV

The area under the ROC curve (AUC), accuracy, balanced accuracy, and ex-
pected calibration error (ECE) are used as quality metrics:

B
ECE = Z E]\;" lacc(By) — conf(By)] , AUC =P(f(z") > f(z7)). (11)
b=1

3.5 Ensemble Fusion Rule

In the Xabarnavis platform, the final decision is based not on a single model but
on a set of detectors. The vote ag of the primary model and its assigned weight
wy are amplified threefold, while the remaining pretrained detectors in set S are
added using their registry weights w;:

_ 311/0&0 + ZjES ’LUjCLj
311)0 + ZjeS Wy

R=1-4, §=WA>R. (12

An important point is that the “real” score R is not computed independently
but is derived from the fused score A. During the study, when R was taken
only from the primary model, a single outlier detector (ag = 0.999) overrode the
“real” votes of 11 out of 15 detectors; after switching to the formulation in (12),
this error was eliminated.
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3.6 Scheduling Under Limited GPU Memory

The analysis contains 23 models, 13 of which are launched in separate processes
and reload their weights each time. The GPU memory consumption c¢; was
measured for model i (for example, CO-SPY: 5.1 GB; AIDE: 4.5 GB). At any
time ¢, the set of simultaneously running models R(¢) must satisfy the following
condition:

max[R(t)] st > 6 <C=Mye—7,  [R(E)|<K. (13)
R() i€ER(t)

Here, Mg is the actual free memory after clearing the PyTorch cache, r is the
reserve, and K is the number of parallel workers. The problem is solved with
a “largest-first” greedy algorithm: among the queued models, the largest model
that fits is launched, while smaller models fill the remaining space. As a result,
analysis time for one image decreased from ~76s to ~51s (1.5x), while model
outputs remained bit-for-bit identical.

4 Dataset

Table 1 presents the training corpus. The Image 0.2 set contains 1,293 unique
generators; Image 0.3 adds 14,404 images from commercial generators such as
Midjourney 5.2/6.1, Adobe Firefly 2/3, Imagen 3, Ideogram 1/2, DALL-E 2/3,
and Flux. Real photographs were obtained from LAION, Pexels, COCO, FFHQ),
VISION (smartphone cameras), and LandscapesHQ. Large images were down-
scaled using the same rule for both classes (long side 1024 pixels).

Table 1: Composition of the training set

Source Real AI TUsed in model
CommunityForensics-Small [12] 24,702 24,998 TImage 0.2, 0.3
OpenFake [9] 35,003 35,001 Image 0.2, 0.3
CommunityForensics Commercial [12] 0 14,404 TImage 0.3 only

Evaluation was performed on four test sets: OpenFake test (new gener-
ators unseen during training: GPT-image-1.5, Midjourney 7, Flux.2, Sora-2
frames, and others), OpenFake Reddit (real-world social-media images), Gen-
Image++ [21] (Flux and SD3 photorealistic and “amateur photo” styles), and
DRAGON [2]. The latter two do not overlap with the training sources of any
model and measure cross-dataset generalization.

5 Experimental Setup

Experiments were conducted on a workstation with an NVIDIA GeForce RTX
5070 (12GB), 64GB RAM, and a 24-thread processor, using PyTorch 2.11
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(CUDA 12.8) and timm 1.0. Mixed precision (bfloat16), gradient-norm clip-
ping to 1.0, batch size 32, 500 warm-up steps, and 6 epochs were used. One
epoch of Image 0.3 took ~16 minutes. For comparative evaluation of the de-
tectors, 75 + 75 images were randomly selected from the OpenFake test set,
and 30 + 30 images (real + AI) were selected from each of Genlmage++ and
DRAGON. Because every image was processed by 17 detectors, this sample size
was limited by computation time; the Xabarnavis Image models, however, were
evaluated on the full test sets.

6 Results and Discussion

Table 2 presents the results of the Xabarnavis Image models on all test sets.
Image 0.2 achieved AUC 0.968 and accuracy 91.5% on new generators not seen
during training, and AUC 0.958 and accuracy 89.5% on real social-media im-
ages. With commercial generators added, Image 0.3 changed from AUC 0.968
to 0.970 on the OpenFake test and from AUC 0.958 to 0.948 on the Reddit set.
On Genlmage++ (Flux/SD3 photorealistic), which does not overlap with any
training source, Image 0.2 achieved AUC 0.987 (accuracy 95.3%) and Image
0.3 achieved AUC 0.984 (accuracy 93.6 %), whereas the EfficientNet-B0-based
Image 0.1 reached only AUC 0.630. On the DRAGON test set (25 diffusion
models), also disjoint from all training sources, Image 0.2 achieved AUC 0.994
(accuracy 96.2 %), Image 0.3 achieved AUC 0.998 (accuracy 96.4 %), and Image
0.1 reached only AUC 0.745.

Table 2: Xabarnavis Image models: AUC / accuracy (threshold 0.5), full test
sets

Model OpenFake test OpenFake Reddit Genlmage++ DRAGON test
Image 0.1 0.704 / 55.5% 0.398 / 41.9% 0.630 / 56.5%  0.745 / 66.1%
(EfficientNet-

BO)

Image 0.2 0.968 / 91.5% 0.958 / 89.5% 0.987 /95.3%  0.994 / 96.2%
Image 0.3 0.970 / 88.9% 0.948 / 87.7% 0.984 /93.6%  0.998 / 96.4%

Thus, the primary source of cross-dataset generalization is the semantic rep-
resentation of the CLIP encoder together with a diverse training corpus contain-
ing more than 1,300 generators; adding commercial images provided no substan-
tial additional benefit on these sets. The calibrated temperature was T = 0.868;
ECE on validation was 0.016. The training process is shown in Fig. 1.

The ablation analysis revealed an important result: after adding commercial
images, the Al-image detection rate increased from 92.8 % to 94.8 %, but correct
recognition of real photographs decreased from 90.3 % to 82.9 %; consequently,
accuracy at the 0.5 threshold decreased while AUC remained almost unchanged.
The reason is that the additional 14.4 thousand images belonged only to the Al
class and were not accompanied by matched real photographs: the class prior
changed and the decision boundary shifted toward “AI”. Therefore, when adding
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new generators, they should be paired with topically matched real images or the
threshold should be reselected on the validation set.
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Fig. 1: Training process: validation AUC (solid) and training loss (dashed)

As shown in Table 3, among individual detectors Xabarnavis Image 0.2
achieved the strongest result (AUC 0.949, accuracy 93.3 %). Among open scien-
tific detectors, CO-SPY and Effort performed well, whereas UniversalFakeDetect
and DMimageDetection performed below random level on modern generators be-
cause they were trained on older GANs and early diffusion models. The ensemble
had the highest AUC (0.976), meaning that it ranked images best by probabil-
ity, but its accuracy at the 0.5 threshold was only 57.3 % and ECE was 0.235.
This indicates that the weights and threshold in (12) need to be recalibrated for
current generators: to convert good ranking ability into correct decisions, tem-
perature or logistic calibration should also be applied to the ensemble output.

Table 4 clearly demonstrates detector specialization. For example, SAFE
achieved AUC 1.000 on Genlmage++, but only AUC 0.551 on the OpenFake
test dominated by modern commercial generators. AIDE performed strongly on
both external datasets. Because of the small sample size (n = 60), detectors
should be considered statistically comparable when differences are smaller than
0.01-0.02. The fact that no single detector is best across all distributions is a
key argument for the ensemble approach, consistent with the gains reported for
ensemble learners in other recognition tasks [15].

By generator, the most difficult cases were (Image 0.2 — Image 0.3, Al-image
detection rate; Fig. 2): recraft-v3, 43 % — 60 %; halfmoon-4-4-25, 54 % — 85 %;
frames-23-1-25, 73% — 95 %; ideogram-2.0, 78 % — 97 %; midjourney-7, 83 %
— 92 %; z-image-turbo, 92 % — 93 %. Image 0.3 improved substantially on these
commercial generators, which is the main benefit of adding commercial images.
However, correct recognition of real images also changed (Image 0.2 — Image
0.3): imagenet 88.3% — 78.5%, docci 94.4% — 91.9%; thus, the gain came
at the cost of more false positives on real photographs and requires threshold
reselection.
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Table 3: Comparative evaluation of detectors (OpenFake test, 75 + 75 images)

64

Detector AUC Accuracy ECE
Xabarnavis Ensemble (Section 3.5)  0.976 57.3% 0.235
Xabarnavis Image 0.2 0.949 93.3% 0.055
CO-SPY 0.919 74.0% 0.151
Effort 0.915 77.3% 0.115
Xabarnavis 0.5 0.903 81.3% 0.184
AIDE 0.839 69.3 % 0.210
Xabarnavis 0.7 0.759 57.3% 0.189
Xabarnavis 0.2 0.729 65.3 % 0.230
Xabarnavis Image 0.1 0.725 56.0% 0.370
FatFormer 0.719 54.7% 0.457
Xabarnavis 0.3 0.716 55.3 % 0.431
Xabarnavis 0.1 0.713 62.7 % 0.338
Xabarnavis 0.6 0.660 62.0 % 0.111
SAFE 0.551 62.7% 0.335
Xabarnavis 0.4 0.457 50.0 % 0.498
UniversalFakeDetect 0.411 48.0 % 0.507
DMimageDetection 0.370 50.0 % 0.502

Table 4: Cross-dataset evaluation (30 + 30 images): top 8 detectors

Test Detector AUC Accuracy
Genlmage++ SAFE 1.000 100.0 %
Genlmage++ AIDE 0.998 96.7 %
Genlmage++ Xabarnavis Image 0.3  0.996 93.3%
Genlmage+-+ Xabarnavis Image 0.2 0.989 95.0%
Genlmage+-+ Ensemble 0.981 75.0 %
Genlmage++  Effort 0.924 83.3%
Genlmage++ CO-SPY 0.807 70.0%
Genlmage++ Xabarnavis 0.3 0.803 71.7%
DRAGON test Ensemble 0.999 95.0 %
DRAGON test AIDE 0.998 91.7 %
DRAGON test Xabarnavis Image 0.3  0.998 91.7 %
DRAGON test Xabarnavis 0.3 0.997 96.7 %
DRAGON test Xabarnavis Image 0.2  0.994 96.7 %
DRAGON test SAFE 0.983 91.7 %
DRAGON test Effort 0.957 80.0 %
DRAGON test DMimageDetection 0.881 65.0 %
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2: Al-image detection rate for the most difficult generators in the OpenFake

Practical Example

The platform was tested on a phone photograph taken at the CyberCryptUz
event held at Tashkent University of Information Technologies. Of 15 AI de-
tectors, 11 classified the image as real; according to the fused formula (12),
the probability of authenticity was 66.8 %, the probability of Al generation was
33.2%, and the probability of manipulation was 12.7 %. During analysis, it was
found that one outlier detector could shift the final conclusion in the wrong
direction, and the correction described in Section 3.5 was introduced.

7

65

Limitations

The output is a probabilistic estimate rather than absolute proof; impor-
tant decisions should be made together with source information, metadata,
and expert assessment.

The comparative detector evaluation was performed on 150 images (Open-
Fake) and 60 images (Genlmage++, DRAGON); the approximate 95 %
confidence intervals for AUC are +0.03 and 40.05, respectively. The
Xabarnavis Image model results were obtained on 2,000-10,000 images.

The training corpus includes sources licensed under CC-BY-NC; model
weights are distributed for research purposes.

Recraft, Ideogram, and the latest Midjourney versions remain difficult
classes.
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8 Conclusion

This work proposed a mathematical model of a partially fine-tuned CLIP ViT-
L/14 detector and a multi-model ensemble for the Xabarnavis platform. Image
0.2 achieved AUC 0.968 (accuracy 91.5%) on new generators not used dur-
ing training and AUC 0.958 (accuracy 89.5%) on social-media images, out-
performing all open detectors tested on the modern-generator benchmark; on
Genlmage++ and DRAGON, it performed at a level comparable to AIDE and
SAFE. Both CLIP models preserved strong generalization on completely ex-
ternal datasets (Image 0.3: Genlmage++ AUC 0.984, DRAGON AUC 0.998);
however, adding unmatched images from commercial generators shifted the de-
cision threshold toward “AI” and increased false positives on real photographs.
The ensemble achieved the highest ranking quality (AUC 0.976), but its deci-
sion threshold and weights require calibration. GPU-memory-aware scheduling
reduced analysis time by 1.5x. Future work will focus on calibrating the en-
semble with logistic regression on the validation set, increasing the share of the
newest commercial generators (Recraft, Ideogram, Midjourney 7), and creating
a dataset of real images from the Uzbek media environment.
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